
  
 

Page 1 of 1 
 

Fake AOL account-verification emails 
What's the threat? 
Scammers are trying to steal details from AOL users by claiming that their account 
is about to be closed. 
They're sending emails urging users to "verify" their account within 72 hours, 
warning that it will be terminated if they don't do so. Subject lines being used by 
the scammers include 'Mail Box will close in 3 days log in to re-activate'. 
Slyly, the email mimics the friendly marketing lingo that many companies now 
adopt: "We don't want to say goodbye!". It then continues: "We noticed you 
haven't updated your account information recently, and since your security is our 
top priority, we plan to close this account as soon as possible." 
If you click the link you're taken to a fake AOL sign-in page (pictured). 
The logo is genuine, but a quick glance at the bizarre URL in the address bar 
('https://aaooll-malin.weebly.com') shows that the site is bogus. 
How can you stay safe? 

If you still use an AOL email account, 
make a mental note that scammers are 
targeting you. You may wonder why, 
given that many more people use 
Outlook or Gmail. 
The reason is that scammers assume 
those who use AOL are predominantly 
older people who have stuck with the 
same account for the past 20 years or 
so. Their cynical assumption is that the 

older you are, the more likely you are to fall for a scam like this. Also notice the 
devious language of this scam – in particular its claim that "your security is our top 
priority". 
Unlike many scams, this is trying to gently nudge you into action, rather than 
scaring you into panic measures. It's well-Written, convincing and, we fear, will 
catch out many users. 
Finally, visit https://tinyurl.com/juf3waf7 for AOl’s explanation on how to spot 
genuine emails from the company. 
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